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(54) Semiconductor device using non-volatile memory In which data Is written circularly 



(57) A semiconductor device includes a non-voiatile 
memory (4) and a control unit (1 ,2,3) which reserves n 
memory regions (h Is an integer equal to or more than 
2) for n of data as first to n-th memory regions in the 
non-volatlie memory and writes the data in the first 



memory region, when the data is written in the non-vol- 
atile memory. The control unit sequentially and circu larly 
writes the updated data as the latest data In the next 
region of said n memory regions, each time the data is 
updated. 
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Description 

Background of the Invention 

1 . Field of the Invention 

[0001 ] The present invention relates to a semiconduc- 
tor device. l\^ore particularly, the present invention re- 
lates to a semiconductor device having a built-in non- 
volatile memory in which a permissive number of times 
of rewrite is limited. 

2. Description of the Related Art 

[0002] Non-volatile memories are known such as 
EEPROM (Electrically Erasable Programmable Read 
Only Memory), a flash memory and FeRAI^ (Ferroelec- 
tric Random Access l^^emory). The non-volatile memory 
which can hold data without any power supply is suitable 
for a data memory for an IC card. In such a non-volatile 
memory, the pemnissive number of times of rewrite is 
presently limited. The penmissive number of times of re- 
write of the EEPRO is limited to about 10^, the pemnis- 
sive number of times of rewrite of the flash memory is 
limited to about 1 0^, and the permissive number of times 
of rewrite of the FeRAIVI is limited to about 10^0. 
[0003] A data managing method is disclosed in Jap- 
anese Laid Open Patent Application (JP-A-Heisei 
5-151097), in which circulation of a memory region to 
be accessed is carried out in accordance with the per- 
missive number of times of rewrite for solving the above 
problem. Fig, 1 shows a conventional memory device to 
which the conventional data managing method is ap- 
plied. The memory is limited in the pemiisslve number 
of times of rewrite, and has a managing unit 101 , a con- 
troller 102 and a plurality of memory regions 103. The 
managing unit 1 01 manages the number of times of re- 
write of each memory region 1 03. The controller 1 02 se- 
lects one for data to be written from the memory regions 
1 03 based on the permissive number of times of rewrite 
of each memory region 103. The controller 102 com- 
pares the numbers of times of rewrite of the memory 
regions 103, and selects the memory region with the 
minimum number of time of rewrite. The rewriting oper- 
ation is canied out to the memory region with the mini- 
mum number of times of rewrite. 
[0004] Figs. 2A to 2C show an operation of the con- 
ventional memory device in which the pennissive 
number of times of rewrite is limited. It is supposed that 
a first semiconductor chip as a first memory region 1 03^ 
of the memory regions 1 03 Is already rewritten five times 
and a second semiconductor chip as a second memory 
region 1 032 memory regions 1 03 is not yet used. 
The number of times of rewrite of the first memory chip 
1 03^ and that of rewrite of the second memory chip 1 032 
are compared with each other, and the second memory 
chip 1 032 with the smaller number of times is smaller is 
selected as a memory chip for the data to be rewritten. 



Contents of the first memoiy chip 1 03^ are copied to the 
second memory chip 1 032. A^®^ ^^^^> second mem- 
ory chip 1 032 is used. The first memory chip 1 03^ Is col- 
lectively erased in units of chips. The first memory chip 
5 1 03^ is not used until the number of times of rewrite of 
the second memory chip 1032 exceeds that of rewrite 
of the first memory chip 1 03^ 
[0005] In this way. the change of the memory chip 1 03 
to be used is carried out so as to always use the memory 
10 chip with the minimum number of times of rewrite from 
among the plurality of memory chips 103. Thus, the 
memory chips 103 are accessed in the same number of 
times. If the number of the memory chips 103 is N, the 
lifetime of the memory chips 1 03 Is elongated to N times. 
15 [0006] In the conventional data managing method, it 
is necessary to refer to the numbers of times of rewrite 
of all of the memory regions 103 and further compare 
them in order to detennine the memory region 1 03 to be 
used for the rewrite from among the plurality of memory 
20 regions 1 03. This results in the complex process to de- 
termine the memory region to be used for the rewrite. 
[0007] In conjunction with the above description, a 
write method of a rewitabte ROM is disclosed In Japa- 
nese Laid Open Patent application (JP-A-Heisei 
9-265427). In this reference, the data region of the ROM 
is divided Into blocks with a predetennined block length. 
Each of the blocks is allocated with an address. A CPU 
specifies one of the blocks based on a block address 
and data and writes a file In units of blocks. At this time, 
30 the CPU writes the file from an empty block when there 
is the empty block with a write start mark and from an 
optimal empty block when there Is no empty block with 
the mark. After completion of the write of the file, the 
CPU searches an empty block in a downstream direc- 
ts tlon and writes the write start marie in the searched emp- 
ty block. 

[0008] Also, a semiconductor memory device is dis- 
closed in Japanese Laid Open Patent application 
(JP-A-Heisei 8-96588). In this reference, the memory 

40 device is of a non-volatile type. A data storage section 
has at least one block, which can be independently writ- 
ten and erased, in a data storage region of the non-vol- 
atile memories. A block selecting section calculates a 
physical address from a logical address to specify one 

4s of the blocks. A search section searches an unused 
block from the data storage section. An erasure manag- 
ing section manages initial erasure of the blocks. Data 
is written In the selected block and the block selecting 
section specifies the searched block as an object. 

so [0009] It is desirable to provide another technique for 
fictionally extending the lifetime of the non-volatile mem- 
ory in which the pennissive number of times of rewrite 
Is limited. In particular, it is desirable to provide the tech- 
nique for simply detemnining the memory region to be 

S5 used for the rewrite and also performing the change of 
the used memory region, and thereby fictionally extend- 
ing the lifetime of the non-volatile memory. 
[001 0] Also, in such a non-volatile memory, it is deslr- 
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able that the data stored In the non-volatlfe memory is 
not damaged even if the power supply to the non-volatile 
memory Is Intenupted during the access to the non-vol- 
atite memory. If the non-volatile memory Is used as a 
data memory for an IC card, the sudden Inten'uption of 
the power supply is assumed to be frequently brought 
about. For example, If the non-volatile memory Is used 
in a contact type IC card, the contact type IC card may 
be suddenly pulled out from a power supply terminal by 
a user. Moreover, if a non-contact type 10 card to which 
power is supplied with electric wave Is separated from 
a transmitter of the electric wave, there may be a case 
that a necessary power supply voltage cannot be kept. 
If the IC card is actually used in a dairy life, the intenrup- 
tion of the power supply is assumed to be brought about 
during the access to the non-volatile memory. If the non- 
volatile memory is used as the data memory for the IC 
card, it is important that the data stored in the non-vol- 
atile memory is not dahiaged even if the power supply 
is intemjpted. 

Summary of the Invention 

[001 1] Therefore, an object of the present invention is 
to provide the technique for fictionally extending the life- 
time of the non-volatile memory in which the pemnlssive 
number of times of rewrite is limited. 
[0012] Another object of the present invention is to 
provide the technique for simply determining a memory 
region to be used for rewrite and perfomning the rotation 
on the memory region, and thereby fictionally extending 
the lifetime of the non-volatile memory in which the per- 
missive number of times of rewrite is limited. 
[0013] Still another object of the present invention is 
to provide the technique for reducing the risk that the 
data stored in the non-volatile memory is damaged if the 
power supply to the non-volatile memory Is intenrupted 
during the access to the non-volatile memory. 
[001 4] Yet still another object of the present Invention 
is to provide the technique for detecting the interruption 
of the power supply to the non-volatile memory if the 
power supply to the non-volatile memory is Interrupted. 
[0015] In an aspect of the present invention, a semi- 
conductor device includes a non-volatile memory and a 
control unit whtoh reserves n memory regions (n is an 
Integer equal to or more than 2) for n of data as first to 
n-th memory regions in the non-volatile memory and 
writes the data In the first memory region, when the data 
is written in the non-volatile memory. The control unit 
sequentially and circularly writes the updated data as 
the latest data in the n memory regions, and each time 
the data is updated. 

[0016] The control unit may reserve a pointer region 
in the non-volatile memory to indicate an i-th one (1 is an 
integer between 1 and n) of the first to n-th memory re- 
gions in which the latest data is written. In this case, the 
control unit may refer to the pointer region to read out 
the latest data from the i-th memory region. 



[001 7] Also, when the latest data should be further up- 
dated, the control unit may refer to the pointer region to 
read out the latest data from the I-th memory region, 
writes the updated data as the latest data in an (i+1)-th 

5 memory region if 1 ^ i ^ n-1 , and in the first memory 
region if 1 = n, and update the pointer region to indicate 
the (i+1)-th memory region or the first memory region. 
[0018] Also, the pointer region may include (n-1) bit 
regions for the n memory regions. It Is desirable that a 

'0 )-th bit region (j is an integer between 2 and n) of the 
(n-1) bit regions indicates the J-th memory region In 
which the latest data has been written. In this case, the 
control unit may change a value of the (j-1 )-th bit region 
from a first value to a second value when the latest data 

IS Is written in the J-th memory region. Also, the control unit 
may reset values of the (n-1) bit regions to the first value 
when the latest data is written In the first memory region. 
[0019] Also, the pointer region may include n bit re- 
gions corresponding to the n memory regions, and an i- 

20 th bit region of the n bit regions indicates the i-th memory 
region in which the latest data has been written. In this 
case, when the latest data is read out from an (i-l)-th 
memory region, updated and written in the i-th memory 
region, the control unit may change a value of the i-th 

25 bit region from a first value to a second value and chang- 
es a value of the (1-1 )-th bit region from the second value 
to the first value. 

p)020] Also, the control unit may reserve a power fail- 
ure check region in the non-volatile memory. The power 
30 failure check region indicates whether power failure has 
occun-ed before the latest data is written in the i-th mem- 
ory region. In this case, when the latest data written in 
the I-th memory region should be further updated, the 
control unit may refer to the pointer region and the power 
35 failure check region to determine an (1-1 )-th memory re- 
gion if the power failure check region indicates that the 
power failure has occun-ed when the latest data is writ- 
ten In the I-th memory region and the I-th memory region 
If the power failure check region indicates no power fail- 
le ure when the latest data Is written In the I-th memory 
region. Also, the control unit may read out the latest data 
from the detennined memory region, and writes the up- 
dated data as the latest data in the memory region next 
to the detennined memory region. 
45 [0021] Also, the control unit may detemiine n based 
on infonmation supplied to the control unit. 
[0022] Also, the above semiconductor device may be 
used for an IC card. 

[0023] In another aspect of the present invention, a 
50 method of writing and updating data in a non-volatile 
memory, may be achieved by (a) reserving n memory 
regions (n is an integer equal to or more than 2) for n of 
data as first to n-th memory regions in a non-volatile 
memory, when the data is written in the non-volatile 
55 memory; by (b) reserving a pointer region In the non- 
volatile memory, the pointer region indicating that the 
latest data is written an i-th one (1 is an integer between 
1 and n) of the first to n-th memory regions; by (c) writing 
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the data in the first memory region as the latest data; by 
(d) sequentially and circularly writing the latest data in 
the n memory regions while the I Increments by one 
each time the latest data Is updated and the updated 
data is written as the latest data; and by (e) updating the 
pointer region to indicate that the latest data has been 
written in the i-th memory region, when the latest data 
has been written in the i-th memory region. 
[0024] Also, the (d) sequentially and circularly writing 
step may be achieved by (f) referring to the pointer re- 
gion to detennine the i-th memory region, when the lat- 
est data is updated; by (g) reading out the latest data 
from the i-th memory region; and by (h) writing the up- 
dated data as the latest data in an (i+1)-th memory re- 
gion. In this case, the (h) writing step may be achieved 
by writing the latest data in the (i-i-l)-th memory region 
if 1 ^ 1 ^ n-1 ; and by writing the latest data in the first 
memory region if i = n. 

[0025] The pointer region may include (n-1) bit re- 
gions for the n memory regions, in this case, the (e) up- 
dating step may be achieved by changing a value of the 
(j-l)-th bit region from a first value to a second value 
when the latest data Is written In the j-th memory region. 
Also, the (e) updating step may further include resetting 
values of the (n-1 ) bit regions to the first value when the 
latest data Is written in the first memory region. 
[0026] Also, the pointer region may include n bit re- 
gions con'esponding to the n memory regions. In this 
case, the (e) updating step may be achieved by chang- 
ing a value of the i-th bit region from a first value to a 
second value and changes a value of the (i-l)-th bit re- 
gion from the second value to the first value, when the 
latest data is read out from an (i-l)-th memory region, 
updated and written in the i-lh memory region. 
[0027] Also, the method may further include (i) reserv- 
ing a power failure check region In the non-volatile mem- 
ory. In this case, the (d) sequentially and circulariy writ- 
ing step further includes, when the latest data written In 
the I-th memory region should be further updated, refer- 
ring to the pointer region and the power failure check 
region to determine an (i- 1 )-th memory region if the pow- 
er failure check region indicates that the power failure 
has occurred when the latest data Is written in the I-th 
memory region and the I-th memory region if the power 
failure check region Indicates no power failure when the 
latest data is written in the I-th memory region; reading 
out the latest data from the detennined memory region; 
and writing the updated data as the latest data in the 
memory region next to the detemnined memory region. 
[0028] Also, the (a) reserving step may include deter- 
mining the n based on given Infonmation. 
[0029] Also, the above method may be achieved 
based on a program. 



Brief Description of the Drawings 
[0030] 

s Fig. 1 shows a conventional memory device; 

Figs. 2A to 2C show an operation of the convention- 
al memory device; 

Fig. 3 shows a semiconductor device according to 

a first embodiment of the present invention; 
10 Fig. 4 shows the configuration of a pointer flag and 

possible states of the pointer flag; 

Figs. 5A to 5E show a process for updating data in 

the semiconductor device of the first embodiment; 

Fig. 6 Is a flowchart showing the process for updat- 
is ing the data In detail; 

Figs. 7A to 7E show a process for reading out data 

from a data region; 

Fig. 8 is a flowchart showing the process for reading 
out the data from the data region in detail; 

20 Figs. 9A and 9B are diagrams showing the state of 
the data region when the power supply Is interrupt- 
ed during the update of the data region and the state 
of the pointer flag when the power supply Is Inter- 
rupted during the update of the pointer flag; 

25 Fig. 1 0 shows a semiconductor device according to 
a second embodiment of the present invention; 
Fig. 1 1 shows the configuration of a power interrup- 
tion check pointer flag; 

Figs. 12A to 12D show a process for updating data 
30 in the semiconductor device in the second embod- 
iment; 

Figs. 13A to 13D show a process for updating data 
In the semiconductor device of the second embod- 
iment; 

35 Fig. 1 4 shows a semiconductor device according to 
a third embodiment of the present Invention; and 
Figs. 1 5 A to 1 50 shows a process for updating data 
In the semiconductor device of the third embodi- 
ment. 

40 

Description of the Preferred Embodiments 

[0031] Hereinafter, a semk^onductor device of the 
present Invention will be described below with reference 
^5 to the attached drawings. 

(First Embodiment) 

[0032] Fig. 3 shows a semiconductor devk:e accord- 
50 ing to the first embodiment of the present invention. The 
semiconductor device is used for an IC card. The sem- 
teonductor device Includes a ROM 1, a CPU 2. a RAIVI 
3, a non-volatile memory 4 and a power supply unit 5. 
The ROM 1 , the CPU 2, the RAM 3 and the non-voiatlle 
S5 memory 4 are connected to each other through a bus 6. 
[0033] Power is supplied from the power supply unit 
5 through a power supply line (not shown) to the ROM 
1 , the CPU 2, the RAM 3 and the non-volatile memory 
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4. When the semiconductor device is used in a non-con- 
tact type IC card, a combination of a coll antenna and a 
regulator Is selected as the power supply unit 5. When 
the semiconductor device is used in a contact type IC 
card, a power supply unit for converting a power supply 
voltage supplied from an external portion into a power 
supply voltage to be used In the semiconductor device 
is selected as the power supply unit 5. 
[0034] The ROM 1 stores therein a main program 11 , 
an address conversion program 1 2 and In-ROM data 1 3. 
[0035] The main program 1 1 describes the whole op- 
eration of an IC card. The semiconductor device is op- 
erated in accordance with the main program 11 . 
[0036] The address conversion program 12 Is a pro- 
gram for converting a virtual or logical address Into a 
physical address, in the main program 11, the logical 
address is used to specify an address If an access to a 
memory space is carried out. The logical address Is con- 
verted into the physical address using the address con- 
version program 12. The access is actually canrled out 
to a region of the ROM 1 , the RAM 2 and the non-volatile 
memory 4 which are specified by the physical address. 
[0037] The in-ROM data 13 contains only data to be 
read out, of the data used in the main program 11 . 
[0038] The CPU 2 executes the main program 1 1 and 
the address conversion program 12, and then controls 
the whole operation of the semiconductor device of the 
present Invention. 

[0039] The RAM 3 stores therein in- RAM data 31 . The 
in-RAM data 31 contains the data on which a re-written 
operation is frequently perfonned, of the data used in 
the main program 11. 

[0040] The data which needs to be stored in the non- 
volatile manner and needs to be re-written are written 
to the non-volatile memory 4. The data are used in the 
main program 1 1 . In the main program 1 1 , it is supposed 
that data is stored in a logical address X. if the logical 
address X specifies a region of the non-volatile memory 
4, and the region of the non-volatile memory 4 is as- 
signed to store the data of the logical address X. In the 
non-voiatile memory 4, the region assigned to store the 
data used In the main program 11 Is hereafter referred 
to as the data region 7. If a plurality of data are used in 
the main program 11 , a plurality of data region 7 are as- 
signed in con'espondence to them. However, a single 
data region 7 is shown in Fig. 3. 
[0041 ] The data region 7 is provided with a plurality of 
memory regions 71 ^ to 71 „. Here, n is an integer of 2 or 
more. The CPU 2 determines n when an Instruction is 
inputted or infonnation about the data such as a kind of 
data, and a location of the data in a data stream. How- 
ever, the value of n may be fixed or predetermined. The 
CPU 2 reserves the data region 7 In the non-volatile 
memory 4 based on the determined value of n. When 
the data is written in the data region 7, any of the mem- 
ory regions 71^, to 71p is circularly selected. The data 
to be stored in the data region 7 Is written in the memory 
region selected from among the memory regions 71 ^ to 



71 p. On the other hand, if the data is read out from the 
data region 7, the data is read out from the memory re- 
gion, to which the latest writing operation Is carried out. 
of the memory regions 71^ to 71 „. 
5 [0042] Another portion of the non-volatile memory 4 
is assigned to a pointer flag region 8. A pointer flag 81 
is stored in the pointer flag region 8. If a plurality of data 
regions 7 are provided in the non-volatile memory 4, one 
pointer flag 81 is provided for each data region 7. Fig. 3 
10 shows only one pointer flag 81 , The pointer flag 81 spec- 
ifies one to be accessed of the memory regions 71 ^ to 
71 „. The pointer flag 81 is provided with (n-1) bits (81 ^ 
to 81n.i) as shown In Fig. 4. Here, n Is the number of 
the memory regions 71 ^ to 71 The number of bits 81 ^ 
15 to 81 of the pointer flag 81 is smaller by one than the 
number of the memory regions 71^ to 71 Hereafter, a 
bit 81 1( of the pointer flag 81 is represented as the lower 
order bit as the affix Ic is smaller. 
[0043] The pointer flag 81 of the (n-l) bits is in either 
20 one of states 1 to n. The state 1 1s the state In which all 
of the bits 81 ^ to 81 ^.^ are 0. The state 2 is the state in 
which the bit 811 is "1" and the remaining bits 8I2 to 
8V^ are "0". Similarly, the state k Is the state in which 
the bits 81 ^ to 81 ^ are "1 " and the remaining bits 81 ^ 
25 to 81 are "0". Here, k is an integer between 1 and n. 
However, in a case of k=:n, the state n Is the state in 
which all of the bits 81 ^ to 81 ^.i are "1 
[0044] A memory region to be accessed of the mem- 
ory regions 71 1 to 71 „ is specified based on the state of 
30 the pointer flag 81 . In case of the access to the data 
stored In the data region 7, the pointerflag 81 Is refered 
by the CPU 2 using the address conversion program 1 2 , 
and the memory region to be accessed of the memory 
regions 71 ^ to 71„ Is selected. Moreover, a physical ad- 
35 dress of the selected memory region is calculated by the 
address conversion program 12. Then, in the non-vola- 
tile memory 4. a portion specified by the physical ad- 
dress is accessed. 

[0045] The correspondence between the state of the 
<o pointer flag 81 and the accessed memory region is as 
follows. If the pointer flag 81 is in the state 1 , the data 
is read out from the memory region 71 1, and the data is 
written to the memory region 71 2. If the pointer flag 81 
is in the state 2, the data is read out from the memory 
^5 region 71 g, and the data is written to the memory region 
71 3. Hereafter, similarly, If the pointer flag 81 is in the 
state k, the data is read out from the memory region 71 k, 
and the data is written to the memory region 71 1^^^ . How- 
ever, if the pointer flag 81 is in the state n, the data Is 
50 written to the memory region 71 1. 

[0046] The number n of the memory regions 71 ^ to 
71n is selected such that all of the (n-1) bits 81 ^ to 8 
contained in the pointer flag 81 can be reset to "0" in 
response to one command outputted by the CPU 2. This 
55 provides the important role so that the data stored in the 
non-volatile memory 4 is not damaged if the power sup- 
ply to the respective section of the semk:onductor de- 
vice from the power supply unit 5 is suddenly Interrupt- 
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ed, as described later. 

[0047] The operation of the semiconductor device In 
this embodiment will be described below. 
[0048] At first, an operation for writing data to the data 
region 7 will be described, in the following description, s 
It is supposed that the data region 7 is assigned to store 
the data of a logical address X in a memory space. More- 
over, a data to be firstly stored as the data of the logical 
address X is supposed to be noted as a data 1 . 
[0049] As the data of the logical address X. the data io 
1 to be firstly written to the data region 7 Is written to the 
memory region 71^ without any condition. After the data 
1 is written to the memory region 71 ^, the pointer flag 
81 is set in the state 1 . That Is, all of the bits 81 ^ to 81 
included in the pointer flag 81 are reset to "0". Fig. 5A is 
shows the states of the data region 7 and the pointer 
flag 81 after the completion of the process for writing the 
datal. 

[0050] After that, if the data of the logical address X 
is updated, the CPU 2 refers to the pointer flag 81 using 
the address conversion program 12, and detemnines 
which of the states 1 to n the pointer flag 81 is set to. If 
the pointer flag 81 Is detemilned to be in the state k (k 
is an integer between 1 and n), the data to be stored in 
the data region 7 as the data of the logical address X is 
written to the memory region 71n+i of the memory re- 
gions 71 ^ to 71 „. After that, the state of the pointer flag 
81 is shifted or changed from the state k to the state k-i-1 . 
However, if the data of the logical address X Is updated 
when the pointer flag 81 is in the state n, the data to be 
stored in the data region 7 as the data of the logical ad- 
dress X is written to the memory region 7^^, and the 
state of the pointer flag 81 is shifted from the state n to 
the state 1 . 

[0051] The above-mentioned processes will be actu- 
ally described below with reference to Figs. 5A to 5E. 
As mentioned above, the data 1 to be firstly stored as 
the data of the logical address X Is written to the memory 
region 71 ^ as shown in Fig. 5A. When the data 1 is writ- 
ten to the memory region 71 y, the pointer flag 81 is set 
in the state 1 . 

[0052] If the data of the logical address X is updated 
from the data 1 to the data 2, the address conversion 
program 1 2 refers to the pointer flag 81 . At this time, the 
pointer flag 81 is in the state 1 . Thus, as shown in Fig. 
SB, the memory region 71 2 is selected as the destination 
to which the data 2 is written. The data 2 is written to 
the selected memory region 71 2. 
[0053] Subsequently, the bit 81 2 in the pointer flag 81 
is rewritten from "0" to T. That Is, the pointer flag 81 is 
shifted from the state 1 to the state 2. Fig. SB shows the 
states of the data region 7 and the pointer flag 81 after 
the pointer flag 81 Is rewritten. 
[0054] When the data of the logical address X is up- 
dated from the data 2 to the data 3, the data 3 Is also 
similariy written to the memory region 71 3, as shown in 
Fig. SC. After it is written, the pointer flag 81 is shifted 
to the state 3. 



[0055] After that, when the data of the logical address 
X is sequentially updated from the data 3, to the data 4, 

the data 5 and the data n, the data 4, the data 5 

and the data n after the update are written to the memory 

region 71 4, the memory region 71 5 and the memory 

region 71 „, respectively. Similarly, the pointer flag 81 is 

sequentially shifted to the state 4, the state 5 and 

the state n. After the completion of the process for writ- 
ing the data n, the pointer flag 81 is In the state n. 
[0056] Subsequently, if the data of the logical address 
X is updated from the data n to the data (n+1 ), the point- 
er flag 81 is In the state n as shown In Fig. SD. Thus, as 
shown In Fig. 5E, the memory region 71 ^ is selected as 
the destination to which the data (n+1) Is written. The 
data (n+1 ) is written to the memory region 71 1, and the 
pointer flag 81 is shifted from the state n to the state 1 . 
[0057] In this way, each time the data of the logical 
address X Is updated, one of the memory regions 71^ 
to 71 n is circularly selected, and the data to be stored 
as the data of the logical address X Is written to the se- 
lected memory region. In this way, the circulation selec- 
tion of the written memory regions 71^ to 71 „ enables 
the pennlsslve number of times of rewrite of the data of 
the logical address X to be apparently greater than the 
permissive number of times of rewrite which is physical- 
ly allowed for the non-volatile memory 4. 
[0058] Fig. 6 Is a flowchart showing the writing oper- 
ation to be performed on the data region 7 in detail, if 
the data of the logical address X is updated. The pro- 
gram for executing the operation shown In the flowchart 
of Fig. 6 is written in the address conversion program 
12. The CPU 2 candies out the operation shown In the 
flowchart of Fig. 6, In accordance with the address con- 
version program 12. 

[0059] At first, it is detemnined whether or not each of 
the bits 81 ^ to 81 is at "0". The detemrjination is carried 
out In tum from the lower order bit 81 ^ (Step SOI). 
[0060] Next, it Is detemnlned whether or not each of 
the bits 81 ^ to 81^.1 includes the bit of "O" (Step S02). 
[0061] If any of the bits 81 ^ to 8V1 Is set to "0", a 
value i satisfying the following condition is determined 
(Step S03). The value i indicates a position of a least 
significant bit for whteh "0" Is set. Condition: The bits 81 ^ 
to 81 of the bits 81 ^ to 81 n are "1 and the remaining 
bits 81 1 to 81 are "0". However, if all of the bits 81 1 to 
81 ^1 are "0", it is detemilned to be 1=1 . The value i thus 
detemilned Is any integer between 1 and n-1 . 
[0062] The fact that the bits 81 z to 81 1.^ are "1" and 
the remaining bits 81, to 81 ^.^ are "0" Implies that the 
pointer flag 81 is in the state i. If the pointer flag 81 is 
determined to be In the state I, the memory region 71 
of the memory regions 71 ^ to 71 „ Is selected as the des- 
tination to which the data is written. The physical ad- 
dress of the selected memory region 71 is calculated, 
and the data after the update of the logical address X is 
written to the region indicated by the physical address 
of the non-volatile memory 4 (Step S03). 
[0063] After that, the bit 8 among the bits 81 ^ to 
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81n., is updated from "O" to "1" (Step S04). Thus, the 
pointer flag 81 Is shifted from the state i to the state i+1 . 
The process for updating the data of the logical address 
X is ended as mentioned above. 

[0064] On the other hand, at the step S02. if all of the 5 
bits 81 1 to 8 Vi are at " r and the bit of "0" Is not found 
out, the head memory region 71 ^ of the memory regions 
71^ to 71 n is selected as the destination to which the 
data is written. This Implies that when the pointer flag 
81 is in the state n, the memory region 71^ is selected 
as the destination to which the data is written. The phys> 
leal address of the selected memory region 71^ is cal- 
culated, and the data after the update of the logical ad- 
dress X is written to the region Indicated by the physical 
address of the non-volatile memory 4 (Step SOS). 
[0065] After that, all of the bits 81, to 81 contained 
in the pointer flag 81 are reset to "0" (Step S06). The 
bits 81^ to 81^^ are collectively cleared in accordance 
with one command oulputted from the CPU 2. If the ad- 
dress conversion program 12 instructs the CPU 2 to 
clear the bits 81^ to 81 n.^, the GPU 2 outputs the com- 
mand to instruct the non-volatile memory 4 to clear the 
bits 81^ to 81 n.^. In accordance with the command, the 
non-volatile memory 4 clears all of the bits 81 ^ to 81 ^.^ 
to "0", In this way, the bits 81 ^ to 81^.1 are collectively 
cleared in accordance with the one command. 
[0066] The operation for reading out the data from the 
data region 7 to which the data of the logical address X 
is written as mentioned above will be described below. 
[0067] Figs. 7A to 7E are diagrams showing the op- 
eration for reading out the data from the data region 7. 
If the data of the logical address X Is read out, the ad- 
dress conversion program 1 2 firstly refers to the pointer 
flag 81 , and determines which of the states 1 to n the 
pointer flag 81 is set to. 

[0068] If the pointer flag 81 is detennined to be in the 
state j (j Is an integer between 1 and n) of the states 1 
to n, as the data of the logical address X, the data stored 
in the memory region 71j among the memory regions 
71 1 to 71 n is read out. As mentioned above, immediately 
after the data is written to the memory region 71|, the 
pointer flag 81 Is updated to the state j. Thus, the data 
written In the memory region 71 j Is the latest data of the 
logical address X. Since the data is read out from the 
memory region 71 j when the pointerf lag 81 is in the state 
j, the latest data of the logical address X Is properly read 
out. 

[0069] As shown in Fig. 7A, if all of the bits 81 ^ to 81 
contained In the pointer flag 81 are "0", the pointer flag 
81 Is In the state 1 . At this time, if the data of the logical 
address X is read out from the data region 7, the memory 
region 71 ^ is selected as the source from which the data 
is read out. Then, the data of the logical address X is 
read out from the selected memory region 71 ^. 
[0070] Similarly, as shown in Fig. 7B, if only the bit 81 ^ 
of the bits 81^ to 81 contained in the pointer flag 81 
is T and the bits 812 to 81,^^ are "0", the pointer flag 
81 Is in the state 2. In this case, the memory region 71 2 



is selected as the source from which the data is read 
out, and the data of the logical address X is read out 
from the memory region 71 2. 
[0071] As shown in Figs. 7C to 7E, even if the pointer 
flag 81 is at another state, the data is similarly read out. 
[0072] Fig. 8 Is a flowchart showing the operation for 
reading out the data of the logical address X from the 
data region 7 in detail. The program for executing the 
operation shown in the flowchart of Fig. 8 Is written in 
the address conversion program 12. The CPU 2 exe- 
cutes the operation shown In the flowchart of Fig. 8, in 
accordance with the address conversion program 12. 
[0073] At first, it is determined whether or not each of 
the bits 81 ^ to 8 is "1" (Step S11). The determination 
is carried out in turn from the high order bit 81 n.^. 
[0074] Next, It is detemiined whether or not each of 
the bits 81^ to 8 Includes the bit of T (Step S12). 
[0075] If any of the bits 81 ^ to 81 ^.^ is set "1 ", j' satis- 
fying the following condition is determined (Step S13). 
The value j' indicates the position of the most significant 
bit of the bits for which "1 " is set. 
Condition: The bits 81 j.^^ toSI^.^ of the bits 81^ to 81 
are "0", and the remaining bits 81 ^ to 81j, are "1". How- 
ever, if all of the bits 81 ^ to 81 ^.^ are "1 ", it is determined 
to be j'=n-1 . The value j' thus determined is any integer 
between 1 and n-1 . 

[0076] Based on the detemiined j', the pointer flag 81 
Is determined to be in the state ] (=J'-1 ). If the pointer flag 
81 is detemiined to be in the state ], the memory region 
71 j of the memory regions 71 ^ to 71 „ is selected as the 
source from which the data is read out. The physical ad- 
dress of the selected memory region 71j is calculated, 
and the data of the logical address X Is read out from 
the region indicated by the physical address of the non- 
volatile memory 4 (Step 813). The process for reading 
out the data of the logical address X Is ended as men- 
tioned above. 

[0077] On the other hand, at the step SI 2, If all of the 

bits 81 1 to 8V1 are "0" and the bit of "0" is not found 
out, the head memory region 71 ^ of the memory regions 
71 1 to 71 „ is selected as the source from which the data 
Is read out. This implies that when the pointer flag 81 is 
In the state 1 , the memory region 71 ^ is selected as the 
source from which the data is read out. The physical ad- 
dress of the selected memory region 71 ^ Is calculated, 
and the data of the logical address X is read out from 
the region indicated by the physical address of the non- 
volatile memory 4 (Step SI 4). The process for reading 
out the data of the logical address X Is ended as men- 
tioned above. 

[0078] As mentioned above, in the semiconductor de- 
vice in this embodiment, if data is stored in the non-vol- 
atile memory 4, a data region 7 is reserved for the data. 
The reserved data region 7 is comprised of the n mem- 
ory regions 71^ to 71 ^ (n is a natural number of 2 or 
more). If the data is updated and a data after the update 
is stored in the data region 7, one of the memory regions 
71^ to 71 n is circularty selected as the destination to 
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which the data is written. The data Is written to the se- 
lected memory region. 

[0079] At this time, the state of the pointer flag 81 Is 

circularty shifted between the first to n-th states, in ac- 
cordance with the selection of the memory regions 71 ^ 5 
to 71 „. The respective bits 81 ^ to 81 ^.^ are rewritten two 
times during one round of the selection of the memory 
regions 71^ to 71 Thus, if the pemnissive number of 
times of rewrite of the non-voiatile memory 4 is sup- 
posed to be N, the state of the pointer flag 81 can be 
changed by [n/2]xN times. Here, [x] Is the maximum In- 
teger that does not exceed x. 
[0080] As mentioned above, in the semiconductor de- 
vice in this embodiment, the data stored in the data re- 
gion 7 can be updated by [n/2J x N times . The permissive 
number of times of rewrite of the data stored in the data 
region 7 Is greater than the penmisslve number of times 
of rewrite which is physically allowed for the non-volatile 
memory 4. 

[0081] Moreover, In the semiconductor device in this 
embodiment, the risic that the data stored in the non- 
volatile memory 4 is damaged is small, even if the power 
supply to the respective section of the semiconductor 
device from the power supply unit 5 is suddenly inter- 
rupted during the access to the non-volatile memory 4. 
[0082] At first, it is supposed that data is written to the 
data region 7 if the pointer flag 81 is at any state of the 
states 1 to n-1 . Also, it Is supposed that the pointer flag 
81 is in the state i of the states 1 to n-1 . The latest data 
at this time is stored in the memory region 71 1. If the data 
to be stored in the data region 7 is updated from that 
state and written to the data region 7, the data after the 
update is firstly written to the memory region 71 . After 
that, the bit 81 1 of the pointer flag 81 is updated from "0" 
to "1", and the pointer flag 81 is shifted from the state I 
to the state i+1 . 

[0083] At this time, as shown in Fig. 9A, it is supposed 
that the data is not normally written to the memory region 
71}^^ because of the Intemiption of the power supply 
from the power supply unit 5 while the data is written to 
the memory region 71|^i . Fig. 9A shows the data region 
7 and the pointer flag 81 in case of 1=2. In this case, the 
pointer flag 81 Is kept at the original state i. Thus, when 
the data is read out from the data region 7 after that, the 
data is read out from the memory region 71 1. The latest 
data nonmally written Is read out. 
[0084] Moreover, as shown in Fig. 9B, it is supposed 
that the power supply from the power supply unit 5 Is 
intenrupted when the bit 81 1 of the pointer flag 81 Is up- 
dated from "0" to "r. In this case, whether the bit 81| of 
the pointer flag 81 Is set to "1 " or "0" is determined as a 
probability. 

[0085] ifthebit81,ofthepointerflag81 isdetenmined 
to be "1", this fact Implies that the writing process is nor- 
mally carried out as a result. Thus, there Is no problem. 
[0086] On the other hand, if the bit 81 1 of the pointer 
flag 81 is determined to be "0", this fact implies that the 
writing process is not nomially carried out. However, the 



pointer flag 81 is l<ept in the state i. Thus, when the data 
is read out from the data region 7 after that, the data is 
read out from the memory region 71 1. Then, the latest 
data Is read out in which the writing process has been 
normally canied out. 

[0087] In this way, even If the bit 81 , of the pointer flag 
81 Is detemiYined to be "1" or "0^ It Is possible to read 
out the latest data in which the writing operation has 
been nomially canied out. 

[0088] Next, it is supposed that data is written to the 
data region 7 when the pointer flag 81 Is In the state n. 
When the pointer flag 81 is in the state n, the memory 
region 71^ is selected as the destination to which the 
data is written, and the data is written thereto. If the data 
is not nomnaliy written to the memory region 71 ^ be- 
cause of the interruption of the power supply from the 
power supply unit 5 while the data is written to the mem- 
ory region 71 ^, the pointer flag 81 is kept at the original 
state n. After that, when the data is read out from the 
data region 7, the data Is read out from the memory re- 
gion 71 Thus, even in this case, it is possible to read 
out the latest data in which the writing operation has 
been nonnaily canied out. 

[0089] After the data is written to the memory region 
71 1, all of the bits 81 ^ to 81 „ in the pointer flag 81 are 
cleared to "0". Thus, the pointer flag 81 is shifted from 
the state n to the state 1 . At this time, they are collec- 
tively cleared to "0", In accordance with to one command 
from the CPU 2. Hence, the risk that the content of the 
pointer flag 81 is damaged is extremely small when they 
are cleared to "0". 

[0090] As mentioned above, even if the data is written 
to the data region 7 when the pointer flag 81 is at any 
one of the states 1 to n, the risk that the data stored in 
the non-volatile memory 4 is damaged is small in the 
semiconductor device In this embodiment. 

(Second Embodiment) 

[0091] Fig. 10 shows a semiconductor device accord- 
ing to the second embodiment of the present invention. 
The second embodiment differs from the semiconductor 
devtee In the flrst embodiment in that a power failure 
check pointer flag 82 is further provided in the pointer 
flag region 8, in addition to the pointer flag 81 . The sem- 
iconductor device In the second embodiment uses the 
power failure check pointer flag 82. Thus, it is possible 
to detect the Inten-uption of the power supply to the re- 
spective sections of the semiconductor device while the 
data Is written to the data region 7. 
[0092] Moreover, In the semiconductor device In the 
second embodiment, the contents of the main program 
1 1 and the address conversion program 1 2 stored In the 
ROM 2 are modified. This modification corresponds to 
the fact that the power failure check pointer flag 82 is 
further installed in the pointer flag region 8. 
[0093] The configurations of the other portions of the 
semiconductor device in the second embodiment are 
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the same as those of the semiconcluctor device In the 
first embodiment. 

[0094] Rg. 11 shows the configuration of the power 
failure check pointer flag 82. The power failure check 
pointer flag 82 Is provided with (n>1) interruption check 
bits 82, to S2j^y Here, n is the number of the memory 
regions 71 ^ to 71 „ of the data region 7, as mentioned 
above. As mentioned above, n Is selected such that all 
of the (n-1) bits 81 ^ to 81 contained In the pointerflag 
81 can be collectively cleared to "0" In accordance with 
the one command outputted by the CPU 2. Similarly, the 
(n-1 ) interruption check bits 82, to 62^, contained in the 
power failure check pointer flag 82 can be collectively 
cleared to "0" in accordance with the command output- 
ted by the CPU 2. 

[0095] The power failure check pointer flag 82 is also 
at any state of the states 1 to n, similarly to the pointer 
flag 81 . The state 1 is the state in whksh all of the inter- 
ruption check bits 82, to 82^.1 are "0". The state 2 is the 
state at which the interruption check bit 82, is "1" and 
the remaining intermption check bits 822 ^^n-i "O"- 
Hereafter, similarly, the state k Is the state at which the 
intenuption check bits 82, to 82|(., are "1" and the re- 
maining intenruptlon check bits 82k to 82^,^ are "0". 
Here, k is an integer between 1 and n. However, In case 
of k=n, the state n is the state in whteh all of the Inter- 
ruption check bits 82, to 82k., "I"- 
[0096] The pointer flag 81 and the power failure check 
pointer flag 82 are both kept at the same state in the 
usual condition. However, the Interatptlon of the power 
supply during the writing process to the data region 7 
causes a difference to be Induced between the pointer 
flag 81 and the power failure check pointer flag 82. As 
described later, this difference enables the interruption 
of the power supply to be detected. 
[0097] The operation of the semiconductor device in 
the second embodiment will be described below. 
[0098] At first, the operation for writing a data to the 
data region 7 will be described. In the following descrip- 
tion, it is supposed that the data region 7 is assigned to 
store the data of the logical address X In the memory 
space. Moreover, data to be firstly stored as the data of 
the logical address X Is supposed to be noted as a data 
1. 

[0099] If the data 1 to be firstly stored as the data of 
the logical address X Is written to the data region 7, the 
following writing process is canied out. At first, the pow- 
er failure check pointer flag 82 Is set in the state 1 . That 
is, all of the Interruption check bits 82, to 82n., are set 
to "0". Next, the data 1 is written to the data region 7. As 
the data of the logical address X, the data 1 to be firstly 
written to the data region 7 Is written to the memory re- 
gion 71 , without any condition. After the data 1 is written 
to the memory region 71 the pointer flag 81 Is set in 
the state 1. That Is, all of the bits 81 , to 8 Vi Included 
in the pointer flag 81 are set to "0". Fig. 12A shows the 
states of the data region 7, the pointer flag 81 and the 
power failure check pointer flag 82 after the completion 



of the process for writing the data 1 . 
[QlOO] After that, if the data of the logical address X 
Is updated, the following updating process Is carried out. 
At first, the address conversion program 1 2 refers to the 

5 pointer flag 81 and the power failure check pointer flag 
82, and detemnines which of the states 1 to n each of 
the pointer flag 81 and the power failure check pointer 
flag 82 Is set to. The pointerflag 81 and the power failure 
check pointerflag 82 are usually in the states coincident 

10 with each other. If the pointer flag 81 and the power fail- 
ure check pointer flag 82 are detennined to be In the 
state k (k is an integer between 1 and n), the memory 
region 71 k+i of the memory regions 71 1 to 71 „ Is select- 
ed as a destination to which the data after the update is 

IS written, 

[0101] Subsequently, the power failure check pointer 
flag 82 is shifted from the state k to the state k+1 . In 
detail, the Intenuptlon check bit 82^ of the power failure 
check pointer flag 82 is shifted from "0" to "1 However, 
20 if the pointer flag 81 and the power failure check pointer 
flag 82 are in the state n, the power failure check pointer 
flag 82 is shifted from the state n to the state 1 . That is. 
If the pointer flag 81 and the power failure check pointer 
flag 82 are in the state n, all of the interruption check 
25 bits 82, to 82^, are cleared to "0". 

[0102] Next, the data after the update of the logical 
address X is written to the memory region 71^+1 of the 
memory regions 71 , to 71 „. However, If the data of the 
logical address X Is updated when the pointerflag 81 Is 
30 in the state n. the data to be stored in the data region 7 
as th e data of the logical address X is written to the mem- 
ory region 71,. 

[0103] After that, the pointerflag 81 is shifted from the 
state kto the state k-i-1 . In detail, the bit 81 ^ of the pointer 
35 flag 81 Is shifted from "^O" to "1". However, when the 
pointer flag 81 is in the state n, the pointer flag 81 Is 
shifted from the state n to the state 1 . That is. when the 
pointer flag 81 is In the state n, $81, to 8V, are ail 
cleared to "0". 

40 [01 04] The process for updating the data of the logical 
address X Is completed as mentioned above. 
[0105] The above-mentioned processes will be actu- 
ally described below. As mentioned above, the data 1 
to be firstly stored as the data of the logical address X 
45 is written to the memory region 71 , as shown In Fig. 1 2A. 
Both of the pointer flag 81 and the power failure check 
pointer flag 82 are set in the state 1 . 
[0106] If the data of the logical address X is updated 
from the data 1 to the data 2, the following processes 
50 are candied out. At first, the address conversion program 
12 refers to the pointer flag 81 and the power failure 
check pointer flag 82. Both the pointer flag 81 and the 
power failure check pointerflag 82 are detemriined to be 
In the state 1. The memory region 71 2 of the memory 
55 regions 71 , to 71 ^ Is selected as the destination to which 
the data 2 is written. Then, as shown in Fig. 12B, the 
Interruption check bit 82^ of the power failure check 
pointer flag 82 is updated from "0" to "1". That Is, the 
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power failure check pointer flag 82 Is shifted from the 
state 1 to the state 2. Next, as shown in Fig. 12C, the 
data 2 Is written to the nrtemory region 71 2 selected as 
the destination to which the data is written. As shown in 
Fig. 120. the bit 81^ in the pointer flag 81 is updated 5 
from "0* to '1 That is, the pointer flag 81 Is shifted from 
the state 1 to the state 2. The process for writing the 
data 2 is ended as mentioned above. 
[0107] After that, when the data of the logical address 
X is sequentiatiy updated to the data 3, .... and the data 10 
n, the power failure check pointer flag 82 is sequentially 
shifted to the state 3, the state 4, .... and the state n, 
similarly to the above-mentioned process. The data 3, 

the data 4 and the data n after the update are written 

to the memory region 7I4, the memory region 7I5, .... '5 
the memory region 71 Moreover, the pointer flag 81 is 

shifted sequentially to the state 3. the state 4 the 

state n. After the completion of the process for writing 
the data n, the data n is written to the memory region 
71 n, as shown in Fig. 13A, and the pointer flag 81 and 20 
the power failure check pointer flag 82 are in the state n. 
[0108] Subsequently, if the data of the logical address 
X is updated from the data n to the data (n+1 ), the point- 
er flag 81 and the power failure check pointer flag 82 
are firstly referred. The pointer flag 81 and the power 
failure check pointer flag 82 are detennined to be In the 
state n. At this lime, the memory region 71 ^ of the mem- 
ory regions 71 ^ to 71^ is selected as the destination to 
which the data Is written. As shown in Fig. 13B, all of the 
interruption check bits 82^ to 82^^ of the power failure 30 
check pointer flag 82 are cleared to "0", and the power 
failure check pointer flag 82 is shifted from the state n 
to the state 1 . Next, as shown In Fig. 1 3C, the data (n-i-1 ) 
is written to the memory region 71 ^ selected as the des- 
tination to which the data is written. As shown in Fig. 35 
13D, all of the bits 81 ^ to 81^^ of the pointer flag 81 are 
cleared to "0". That is, the pointer flag 81 is shifted from 
the state n to the state 1 . The process for writing the 
data (n+1) is ended as mentioned above. 
[01 09) The operation for reading out the data from the <o 
data region 7 to which the data of the logical address X 
Is written as mentioned above will be described below. 
[01 1 0] If the data of the logical address X is read out, 
the address conversion program 1 2 firstly refers to the 
pointer flag 81 , and detennines which of the states 1 to 
n the pointer flag 81 is set to. At this time, the power 
failure check pointer flag 82 is not referred. As men- 
tioned above, the power failure check pointer flag 82 Is 
updated before the data Is written to the memory regions 
71 1 to 71 There is a case where the power failure so 
check pointer flag 82 does not Indicate the memory re- 
gion of the memory regions 71 1 to 71 „ In which latest 
data of the logical address X has been nomially written, 
because the power supply is interrupted from the power 
supply unit 5 while the data Is written to any of the mem- ss 
ory regions 71 ^ to 71 Thus, when the data of the logical 
address X is read out, the power failure check pointer 
flag 82 is not referred. 



[QUI] If the pointer flag 81 is detemnined to be in the 
state] of the states 1 to n (j Is an integer between 1 and 
n), the data stored In the memory region 71 j of the mem- 
ory regions 71 ^ to 71 „ is read out as the data of the log- 
ical address X. The process for reading out the data of 
the logical address X based on the state of the pointer 
flag 81 is the same as that of the first embodiment. 
Therefore, the detailed description Is not carried out. 
[0112] The programs for executing the above-men- 
tioned operations are written in the main program 1 1 and 
the address conversion program 1 2 in this embodiment. 
The CPU 2 executes the above-mentioned operations 
in accordance with the main program 11 and the ad- 
dress conversion program 12. 
[0113] In the semiconductor device in the second em- 
bodiment, if the data is stored in the non-volatile memory 
4, the data region 7 is reserved for the data, similarly to 
the semiconductor device in the first embodiment. The 
reserved data region 7 is comprised of the n memory 
regions 71 1 to 71 „ (n Is a natural number of 2 or more), 
if the data is updated, one of the memory regions 71 ^ 
to 71 n is circularly selected as the destination to which 
the data Is written. The data Is written to the selected 
memory region. Thus, the pemnissive number of times 
of rewrite of the data is fictionally greater than the phys- 
ically permissive number of times of rewrite of the non- 
volatile memory 4. 

[01 14] Moreover, in the semiconductor device In this 
embodiment, simllariy to the semiconductor device in 
the first embodiment, the risk that the data stored in the 
non-volatile memory 4 is damaged is small, even if the 
power supply to the respective sections of the semicon- 
ductor device from the power supply unit 5 is suddenly 
interrupted during the access to the non-volatile mem- 
ory 4. 

[01 1 5] Moreover, in the semiconductor device in this 
embodiment, it Is possible to detect the occurrence of 
the Interruption of the power supply if the power supply 
from the power supply unit 5 is interrupted during the 
process for writing the data to the data region 7. If the 
power supply from the power supply unit 6 is inlermpted 
during the update of the power failure check pointer flag 
82, the write of the data to the memory regions 71 ^ to 
71 and the update of the pointer flag 81 , the difference 
is produced between the state of the pointer flag 81 and 
the state of the power failure check pointer flag 82. If the 
power supply from the power supply unit 5 is recovered, 
the CPU 2 determines whether or not the state of the 
pointer flag 81 is coincident with the state of the power 
failure check pointer flag 82, in accordance with the 
main program 11 . Since the state of the pointer flag 81 
Is not coincident with the state of the power failure check 
pointer flag 82, the CPU 2 detects the interuption of the 
power supply from the power supply unit 5 during the 
process for writing the data to the data region 7. As men- 
tioned above, in the semiconductor device in this em- 
bodiment, it is possible to detect the occurrence of the 
interruption of the power supply. 
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(Third Embodiment) 

[01 16] Fig. 1 4 shows a semiconductor device of the 

third embodiment according to the present invention. In 
the semiconductor device of the third embodiment, the 
pointer nag region 8 is not provided in the non-volatile 
memoiy 4. Instead, in the semiconductor device of the 
third embodiment, flags 72^ to 72„ are added to the 
mentory regions 71 1 to 71 „ of the data region 7, respec- 
tively. Each of the flags 72^ to 72^ stores one-bit data. 
The data region 7 to which the flags 72^ to 72^ are added 
is hereafter referred as a data region T. Also, the whole 
of the flags 72^ to 72^ is refenred to as a flag set 72. 
[0117] Moreover, in the semiconductor device of the 
third embodiment, the contents of the main program 1 1 
and the address conversion program 12 stored in the 
ROM 2 are modified. This modification corresponds to 
the fact that the flags 72^ to 72„ are added to the mem- 
ory regions 71 ^ to 71 „ of the data region 7, respectively. 
[0118] The flags 72^ to 72^ indicates which of the 
memory regions 71^ to 71 „ of the data region T is ac- 
cessed. Only one of the flags 72^ to 72^ is set to "1", 
and the other flags are set to "0". The number of the 
combinations with regard to the values of the flags 72^ 
to 72p is n. That is, the number of possible states of the 
flag set 72 is n. 

[01 19] The correspondence relation between the val- 
ues kept in the flags 72^ to 72^ and the memory regions 
to be accessed Is as follows. If the flag 72^ of the flags 
72^ to 72n is "r, the data is read from the memory region 
71 1 , and the data is written to the memory region 71 2- If 
the flag 722 ^1^9^ ^^i 72^ Is " V. the data is read 
out from the memory region 71 2. and the data is written 
to the memory region 7I3. Hereafter, similarly, if the flag 
72,( of the flags 72^ to 72^ is T, the data is read out 
from the memory region 71 n, and the data is written to 
the memory region 71 15+^. However, if the flag 72^ of the 
flags 72^ to 72^ Is T, the data Is written to the memory 
region 71 ^ . 

[0120] The operation of the semiconductor device of 
the third embodiment will be described below. 
[01 21 ] At first, the operation for writing data to the data 
region 7* will be described. In the following description, 
it is supposed that the data region 7* is assigned to store 
the data of the logical address X in the memory space. 
l\/loreover, it is supposed that the data to be firstly stored 
as the data of the logical address X' is data 1 . 
[0122] If the data 1 to be firstly stored as the data of 
the logical address X is written to the data region T, the 
following writing process is carried out. At first, the data 
1 is written to tiie memory region 71 ^ without any con- 
dition. After the data 1 is written to the memory region 
71 ^ , the flag 72^ is set to the state "1 and the flags 722 
to 72^ are remained set to "0". Fig. 1 5A shows the state 
of the data region 7' after the completion of the process 
for writing the data 1 . 

[01 23] After that, when the data of the logical address 
X is updated, the following updating process is canled 



out. At first, the address conversion program 12 refers 
to the flags 72^ to 72^, and detemnines which of the flags 

721 to 72n is -1". If the flag 72^ of the flags 72^ to 72„ Is 
detennlned to be "1 " (Ic is an integer between 1 and n), 

5 the memory region 71 jj^^ of the memory regions 71 ^ to 
71 „ is selected as a destination to which the data after 
the update Is written. However, if the flag 72^ is "1 the 
memory region 71^ is selected as the destination to 
which the data after the update is written. 
10 [0124] Next, the data of the logical address X after the 
update is written to the selected memory region 7^^^^- 
However, if the flag 72^ is at "1", the data of the logical 
address X after the update Is written to the selected 
memory region 71^. 
t5 [0125] After that, the flag 71 ^ is updated from T to 
"0", and the flag 7\^^^ is updated from "0" to "1". How- 
ever, if the flag 72^ is "1", the flag 71 ^ is updated from 
"0" to M". 

[01 26] The process for updating the data of the logical 
address X is ended as mentioned above. 
[0127] The above-mentioned processes will be actu- 
ally described below. As mentioned above, the data 1 
to be firstly stored as the data of the logical address X 
is written to the memory region 71 ^ as shown in Fig. 1 5A. 
The flag 72^ Is set to "1", and the flags 722 ^0 72^ are 
set to "0". 

[0128] When the data of the logical address X is up- 
dated from the data 1 to the data 2, the following proc- 
esses are earned out. At first, the flags 72^ to 72^ are 
refenred. If the fact that the flag 72^ is to "1 " and the flags 

722 are "0" is detected, the memory region 71 2 of 
the memory regions 71 1 to 71 „ is selected as the desti- 
nation to which the data is written. The data 2 is written 
to the memory region 71 2 selected as the destination to 
which the data is written. Next, the flag 72^ is updated 
to "0", and the flag 722 updated to "1". The process 
for updating the data of the logical address X from the 
data 1 to the data 2 Is ended as mentioned above. Fig. 
15B shows the states of the data region T and the flags 
72y to 72„ when the updating process is ended. 
[01 29] After that, when the data of the logical address 
X is sequentially updated from the data 2 to the data 

3 and the data n, the data 3, the data 4 and the 

data n after the update are written to the memory region 
713, the memory region 7I4, the memory region 71 
respectively. IVIoreover, the flags of "r of the flags 72^ 
to 72„ are changed sequentially to the flag 723, the flag 

724 the flag 72^. After the completion of the process 

for updating the data of the logical address X to the data 
n, the data n is written to the memory region 71 „, as 
shown in Fig. 150, and the flag 72n of the flags 72^ to 
72^ is set to "1 and the other flags 72^ to 72^^ are set 
to "0". 

[01 30] Subsequently, If the data of the logical address 
X is updated from the data n to the data (n-f 1 ), the flags 
72^ to 72n are referred, and the memory region 71^ of 
the memory regions 71 ^ to 71„ is selected as the desti- 
nation to which the data is written. The data (n+l ) is writ- 
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ten to the memory region 71 ^ selected as the destination 
to which the data is written. Next, the flag 72^ is updated 
to T. and the flag 72^ is updated to "0". The updating 
process for updating the data of the iogical address X 
from the data n to the data (n+1 ) is ended as mentioned 
above. Rg. 15D shows the states of the data region T 
and the flags 72^ to 72^ when the updating process is 
ended. 

[01 31 1 The operation for reading out the data from the 
data region 7* to which the data of the logical address X 
is written as mentioned above will be described below. 
[01 32] If the data of the logical address X is read out, 
the address conversion program 12 firstly refers to the 
flags 72^ to 12^, and detennlnes which of the flags 72^ 
to 72„ is -1 At this time, if the flag 12^^ of the flags 72^ 
to 72^ is determined to be "1", the data stored In the 
memory region 71 of the memory regions 71 i to 71 „ is 
read out as the data of the iogical address X. The oper- 
ation for reading out the data from the data region 7 Is 
ended as mentioned above. 
[0133] The programs for executing the above-men- 
tioned operations is written in the main program 11 and 
the address conversion program 1 2 in this embodiment. 
The CPU 2 executes the abovennentioned operations 
in accordance with the main program 11 and the ad- 
dress conversion program 12. 
[0134] In the semiconductor device in the third em- 
bodiment, If the data is stored in the non-volatile memory 
4, the data region 7 Is reserved for the data, similariy to 
the semiconductor device in the first or second embod- 
iments. The reserved data region 7 is comprised of the 
n memory regions 71 ^ to 71 „ (n Is a natural number of 
2 or more). When the data is updated, one of the mem- 
ory regions 71 1 to 71^ is circularly selected as the des- 
tination to which the data is written. The data is written 
to the selected memory region. Thus, the permissive 
number of times of rewrite of the data is fictionally great- 
er than the physically pennlsslve number of times of re- 
write of the non-volatile memory 4. 
[0135] The present invention provides the technique 
for fictionally extending the lifetime of the non-volatile 
memory in which the permissive number of times of re- 
write Is limited. 

[0136] Also, the present invention provides the tech- 
nique for simply determining a memory region to be 
used for the rewrite and performing the rotation on the 
memory regions, and thereby fictionally extending the 
lifetime of the non-volatile memory In which the pemnls- 
sive number of times of rewrite is limited. 
[0137] Also, the present invention provides the tech- 
nique for reducing the risk that the data stored In the 
non-volatile memory is damaged if the power supply to 
the non-volatile memory is interrupted during the access 
to the non-volatile memory. 

[0138] IVIoreover, the present invention provides the 
technique for detecting the occurence f the interruption 
of the power supply to the non-volatile memory if the 
power supply to the non-volatile memory Is interrupted. 



Clalme 

1 . A semiconductor device comprising: 

5 a non-volatile memory (4); and 

a control unit (1 , 2, 3) which reserves n memory 
regions (n Is an Integer equal to or more than 
2) (71 i to 71 n) for n of data as first to n-th mem- 
ory regions In said non-volatile memory and 

^0 writes the data in said first memory region, 

when the data is written In said non-volatile 
memory, and each time the data is updated, se- 
quentially and circulariy writes the updated da- 
ta as the latest data In said n memory regions. 

2. The semiconductor device according to claim 1 , 
wherein said control unit reserves a pointer region 
(81) in said non-volatile memory to Indicate an l-th 
one (i is an integer between 1 and n) of said first to 

20 n-th memory regions In which the latest data is writ- 
ten. 

3. The semiconductor device according to claim 2, 
wherein said control unit refers to said pointer re- 

25 gion to read out the latest data from said i-th mem- 
ory region. 

4. The semiconductor device according to claim 2 or 
3, wherein when the latest data should be further 

^0 updated, said control unit refers to said pointer re- 
gion to read out the latest data from said i-th mem- 
ory region, writes the updated data as the latest da- 
ta In an (l+1)-th memory region If 1 ^ I ^ n-1 , and 
in said first memory region if I = n, and updates said 

35 pointer region to indicate said (i+1)-th memory re- 
gion or said first memory region. 

5. The semiconductor device according to any of 
claims 2 to 4, wherein said pointer region comprises 

40 (n-1) bit regions (81 ^ to 81 p.^) for said n memory 
regions, and an (j-1)-th bit region (j is an integer be- 
tween 2 and n) of said (n-1) bit regions Indicates 
said J-th memory region in which the latest data has 
been written. 

45 

6. The semiconductor device according to claim 5, 
wherein said control unit changes a value of said 0- 
1)-th bit region from a first value to a second value 
when the latest data Is written in said J-th memory 

50 region. 

7. The semiconductor device according to claim 6, 
wherein said control unit resets values of said (n-1) 
bit regions to the first value when the latest data is 

55 written In said first memory region. 

8. The semiconductor device according to any of 
claims 2 to 4, wherein said pointer region comprises 
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n bit regions (72^ to 72^) corresponding to said n 
memory regions, and an i-th bit region of said n bit 
regions Indicates said i-th memory region in whicli 
the latest data has been written. 

9. The semiconductor device according to claim 8, 
wherein when the latest data Is read out from an (1- 
1)-th memory region, updated and written in said I- 
th memory region, said control unit changes a value 
of said i'th bit region from a first value to a second 
value and changes a value of said (i-1 )-th bit region 
from the second value to the first value. 

10. The semiconductor device according to any of 
claims 2 to 8, wherein said control unit reserves a 
power failure check region (82) in said non-volatile 
memory, and 

said power failure check region Indicates 
whether power failure has occurred before the 
latest data is written in said i-th memory region. 

11. The semiconductor device according to claim 10, 
wherein when the latest data written In said i-th 
memory region should be further updated, said con- 
trol unit refers to said pointer region and said power 
failure check region to determine an (i-l)-th memory 
region if said power failure check region indteates 
that the power failure has occun'ed when the latest 
data Is written in said i-th memory region and said 
i-th memory region if said power failure check re- 
gion Indicates no power failure when the latest data 
is written in said i-th memory region, reads out the 
latest data from said detemilned memory region, 
and writes the updated data as the latest data in 
said memory region next to said determined mem- 
ory region. 

12. The semiconductor device according to any of 
claims 1 to 1 1 , wherein said control unit detemiines 
said n based on information supplied to sEud control 
unit. 

13. An iC card using the semiconductor device accord- 
ing to any of claims 1 to 1 2. 

14. A method of writing and updating data in a non-vol- 
atile memory, comprising the steps of: 

(a) reserving n memory regions (n Is an integer 
equal to or more than 2) for n of data as first to 
n-th memory regions in a non-volatile memory, 
when the data Is written in said non-volatile 

memory; 

(b) reserving a pointer region in said non-vola- 
tile memory, said pointer region indbating that 
the latest data Is written an I-th one (I Is an in- 
teger between 1 and n) of said first to n-th mem- 



ory regk>ns; 

(c) writing the data In said first memory region 
as the latest data; 

(d) sequentially and circulariy writing the latest 
5 data in said n memory regions while said i in- 
crements by one each time the latest data Is 
updated and the updated data is written as the 
latest data; and 

(e) updating said pointer region to indicate that 
10 the latest data has been written in said i-th 

memory region, when the latest data has been 
written In said i-th memory region. 

1 5. The method according to claim 1 4, wherein said (d) 
15 sequentially and circulariy writing step comprises 

the step of: 

(f) referring to said pointer region to determine 
said i-th memory region, when said latest data 

20 is updated; 

(g) reading out the latest data from said i-th 
memory region; and 

(h) writing the updated data as the latest data 
in an (i+1)-th memory region. 

25 

16. The method according to claim 15, wherein said (h) 
writing step comprises the steps of: 

writing the latest data In said (i-»-1)-th memory 
30 region if 1 ^ 1 ^ n-1 ; and 

writing the latest data in said first memory re- 
gion if i = n. 

17. The method according to any of claims 14 to 16, 
35 wherein said pointer region comprises (n-1) bit re- 
gions for said n memory regions, and 

said (e) updating step comprises the step of: 
changing a value of said (j-l)-th bit region from 
40 a first value to a second value when the latest 

data is written in said j-th memory region. 

1 8. The method according to claim 1 7, wherein said (e) 
updating step further comprises the step of: 

45 

resetting values of said (n-1 ) bit regions to the 
first value when the latest data is written in said 
first memory region. 

50 19. The method according to any of claims 14 to 16, 
wherein said pointer region comprises n bit regions 
coo'esponding to said n memory regions, and 

said (e) updating step comprises the step of: 
55 when the latest data is read out from an (i-1 )-th 

memory region, updated and written in said i- 
th memory region, changing a value of said I-th 
bit region from a first value to a second value 
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and changes a value of said (i-l)-th bit region 
from the second value to the first value. 

20. The method according to any of claims 14 to 19, 
further comprising the step of: s 

(i) reserving a power failure check region in said 
non>volatile memory, and 
wherein said (d) sequentially and circularly writ- 
ing step further comprises the steps of: 
when the latest data written In said l-th memory 
region should be further updated, referring to 
said pointer region and said power failure check 
region to determine an {j-1)-th memory region 
if said power failure check region indrcates that 
the power failure has occurred when the latest 
data is written In said i-th memory region and 
said i-th memory region if said power failure 
check region indicates no power failure when 
the latest data is written in said i-th memory re- 20 
gion; 

reading out the latest data from said deter- 
mined memory region; and 
writing the updated data as the latest data in 
said memory region next to said detenmined 25 
memory region. 

21. The method according to any of claims 14 to 20, 
wherein said (a) reserving step comprises the step 

of: 30 

determining said n based on given infonnation. 

22. A program for executing said method according to 
any of claims 1 4 to 21 , 35 
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